
At Inflection, we stand behind privacy practices that inform and empower our users. In that spirit, our transparency report summarizes the 

demands for customer information that we received from governments and civil litigants in 2015. In 2015, nearly all of the requests we received 
were for investigations involving credit card misuse or identity theft. 

Inflection requires valid legal process in order to produce information about our customers. We comply with legitimate requests that meet our 
privacy standards. For an explanation of our legal process requirements please see our law enforcement guidelines and the information below. 

 

INFLECTION TRANSPARENCY REPORT: LAW ENFORCEMENT REQUESTS 2015

Requests 
received

Produced 
some info

Accounts 
affected

US Govt. Subpoenas 16 15 16

US Civil Subpoenas 2 2 2

US Search Warrants 2 2 2

International Requests 0 0 0

Emergency Requests 0 0 0

Wiretap Orders 0 0 0

Pen Register Orders 0 0 0

Other Court Orders 0 0 0
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http://inflection.com/privacy/additional-privacy-resources/law-enforcement-guide


 Overview

• For 95% of all demands, Inflection produced at least some customer information. 
• Of the government demands we received, 75% requested that we not disclose the existence of the request to the affected 

customer. 
• Inflection supplied notice to affected users in 10% of all demands. The vast majority of demands for user information either 

contained a nondisclosure order or were related to incidents of credit card misuse and identity theft, in which case notice would 
have been counterproductive. 

Context 

• We received a total of 20 law enforcement requests, affecting 20 accounts, from the federal government and 13 different US 

states. 
• We did not receive any request for customer information from outside the United States. 
• The requests we received were all related to Inflection people search products, including PeopleSmart and its white-label affiliates. 

Our Legal Process Requirements


These guidelines describe what information we collect, the form of legal process required for different types of information, and what we 
require before producing information. 

Information We Collect 

PeopleSmart.com and its white-label affiliates provide tools that allow people to search public records related to themselves and others. 
Users can search by name, phone number, email address, or physical address. Users that want to purchase public records reports must 
provide customer registration information. 

Content 
User Content and Communication 

• Search criteria and date 
• Search results or results of reports purchased by accountholders 
• Recorded phone calls between Inflection customers and Inflection 
• Messages sent by a registered user to Inflection 
• User-generated content that has not been deleted by a user and that the user has designated as private, including personal 

information other than customer registration information 

7%



Non-Content 
Customer Registration Information 

• Full name 
• Email address associated with an account or purchase 
• Billing address and/or zip code 
• IP address, User Agent, and referral page from account registration 
• Non-content information related to a specific customer-created message (e.g. To:/From: and date) 
• IP addresses related to logins and sessions, and the pages visited by a specific IP address (this information is only retained for 10 

days) 

Transaction Records 
• Credit card information 
• Non-content information related to a specific message or correspondence 
• Purchase records including order date, order number, product or report purchased, associated search query, and item status 
• Non-subscriber purchase information such as date, transaction ID, amount of purchase, type/status of purchase, and reason for 

status 
• Messages sent by Inflection.com, Inc. to the relevant customer including messages related to transactions, customer queries, 

products, and service 

Types of Customer Information Requests  

Government Subpoena 
A subpoena is a legal demand for testimony or the production of evidence. Unlike a search warrant, a subpoena does not need to be 
reviewed by a judge prior to issuance. We require at least a valid subpoena issued under state or federal law in order to produce 
customer registration information or transaction records.  

Civil Subpoena 
Inflection will inform users about civil subpoenas for their information and provide them with the opportunity to quash such subpoenas 
before we produce any information requested by any such subpoena. Inflection is a Delaware company and thus requires legal process 
issued in compliance with state law. In Delaware, an out-of-state civil litigant must take certain steps in order to issue a subpoena that has 
authority in the state. 



Search Warrant 
A search warrant is a court order to search a specified area and seize evidence related to a crime. It is more stringent than a subpoena and 
requires judicial approval. We require a search warrant based on probable cause in order to produce user content and 
communications. A search warrant should be issued under the procedures described in the U.S. Federal Rules of Criminal Procedure (or 
equivalent state criminal procedure rules). 

International Requests 
Inflection is an American company. For information Inflection hosts in the United States, Inflection will respond to foreign legal requests only 
if they are issued by a U.S. court pursuant to a mutual legal assistance treaty or a letter rogatory. 

Emergency Requests 
Inflection may produce information in certain emergency circumstances that involve imminent or serious bodily harm to a person. Examples 
include requests relating to harm to minors or children and credible threats towards identifiable persons. An emergency request should at a 
minimum include: (1) a detailed explanation of why the request satisfies Inflection’s standard for an emergency request and (2) the minimum 
information necessary to resolve the emergency. 

Wiretap Orders 
Under the Wiretap Act statute [18 U.S.C. § 2511 et seq.] of the Electronic Communications Privacy Act, a law enforcement agency may 
issue a wiretap order to a service provider. These orders regulate the collection of a target’s content in real time. 

Pen Register Orders 
Under the Pen Register Statute [18 U.S.C. §3121 et seq.] of the Electronic Communications Privacy Act, a law enforcement agency may 
issue a pen register or trap and trace order to a service provider. A pen register allows for the collection of a target’s non-content 
information in real time. 

Other Court Orders 
Under the Stored Communications Act [18 U.S.C. § 2701 et seq.] of the Electronic Communications Privacy Act, a service provider may be 
presented with a “D Order.” These orders cover additional non-content transactional information. 

The Stored Communications Act also authorizes National Security Letters. These letters are a type of subpoena that do not require court 
approval and cover non-content information relevant to national security matters. National Security Letters may be accompanied with non-



disclosure requirements, commonly referred to as “gag orders,” which prevent the service provider from notifying the affected customer, in 
some cases indefinitely. 

Under the Foreign Intelligence Surveillance Act (FISA), the judge of a FISA court has the authority to issue a number of orders, ranging in 
scope, to a given service provider. These court orders are used for surveillance and data access, and come with stricter non-disclosure 
requirements than traditional orders under the Electronic Communications Privacy Act. 

Our Goal is to Provide Notice Before Disclosing Customer Data

Unless a legal request includes a court order prohibiting Inflection from providing notice to an affected user (e.g., an order under 18 U.S.C. § 
2705(b)), we do our best to provide that user with notice except in certain limited cases where we believe that notice would be 
counterproductive, such as situations involving imminent physical harm or harm to minors.  

When we provide advance notice, we will also provide the user with the opportunity to obtain a copy of the relevant legal request. We 
explain this in our privacy policy on each website. 

National Security Requests

As of May 11, 2016, Inflection has never received a classified request pursuant to the national security laws of the United States or any 
other country. In other words, Inflection has not received a National Security Letter or a request under the Foreign Intelligence Surveillance 
Act.


